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BACKGROUND
As the world around us continues to change every day, at least 30% of Australia's 
workforce is expected to work from home and this ratio will significantly increase 
in the coming days.

As part of our commitment to assist our valued clients with enhancing your cyber 
security at home, the following guidelines have been developed to support 
you/your teams.

Being cyber aware and secure will be critical, as cyber criminals have increased 
the amount of attacks in the past three weeks due to the corona virus pandemic.

The following guidelines from SXIQ will guide you through the requirements for 
making better decisions with Cyber Security and how to protect your work 
whilst working from home 

1. Securing your WiFi Modem (Access Point)

2. Enhancing password security (login and across all platforms)

3. Identifying and managing Phishing & Social Engineering attacks

4. Minimising the possibility of identity theft
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OUR OBJECTIVES

Raise Your Awareness

Data Integrity

Everyone’s Responsibility
Protect Your Privacy

Protect Your Identity

FOUNDATION FOR 
REMOTE WORKING

PROTECT YOUR DATA AUTOMATIONENABLING 
COLLABORATION

CHANGE AND 
ENGAGEMENT
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MINIMUM SECURITY — WORKING FROM HOME (BUSINESS CONTINUITY)

GENERAL CHECKLIST AND CONTROLS

BACKGROUND

Below is a check list of items for customers to enable business continuity involving employees (including contractors), partners and vendors

SUMMARY DETAILS

1. User Computers – Collaborative 
Tools/Services working remotely

a. Office365 / MS Teams

b. Zoom  / Skype / Slack
2. SOE & BYOD Controls
3. Network & Cloud Providers

4. Business Applications & 
Support

5. Service Desk Availability with 
ongoing Security Patching 
capability

6. Relevant Policies/Procedures 
(to review, update if required)
a. BYOD
b. Remote Access and Login 

(2FA/MFA) Requirements

c. Telecommuting
d. OH&S / EH&S

7. Activation of emergency 
response team (ERT) where 
IT/Cyber Security personnelle
are part of. 

Business Continuity – Cyber Security Guidelines
Minimum Security Requirements in enabling the “working from home” arrangement

SOE - That all computers (workstations, desktop/laptops) allocated to employees (including contractors) are SOE enabled (Standard Operating Environment). In that, 

a. Operating System: Computers to have Windows-10 with latest service pack and security patches. Any computers that have an older operating system than 
Windows-10 be either upgraded to windows-10 or replaced with a computer that has Windows-10. 
Any non-Windows computers (eg Linux) are on the latest release of the operating system and security patches.

b. Data Protection & Data Loss Prevention – where

• hard disks are encrypted
• USB ports are disabled (as a standard part of the SOE design) 

• Additionally, it ins preferred that company “email forwarding” alerts (to third party) are in place, where an alert is generated when a company email is being 
“forwarded” to an open-source email address such as from name@companydomain.com to name@gmail.com

c. Passwords – all users to use complex passwords with special characters and change their password every 2 weeks for re-authentication, during this period.

d. Anti-virus (AV Tool): All Computers have an update anti-virus scanner with the latest virus signature (as at 13 March or recent) as issues with the manufacturer 
installed, to protect from. Any exception to be notified.

e. Endpoint Detection (EDR): All computers, in addition to the AV Tool, have an EDR capability installed either as an extended capability of the current AV Tool or 
as a separate EDR tool to protect from Malware/Ransomware attacks.

Staff are aware of heightened Phishing Attacks – and to be vigilant when opening or clicking on emails they don’t recognise or appear suspicious.

Staff are aware and adhere to company’s policies and procedure as they are updated.

Any exceptions, exemptions or suspicious activity to the above be notified to the ERT and their IT/Cyber Security immediately
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Any older devices that do not meet these requirements will need to be replaced and then configured to this baseline

ACCESS POINT (AP) SECURITY
WIFI / MODEM BASELINE REQUIREMENTS

MINIMUM SETTINGS TO ACHIEVE 
ACCEPTABLE LEVEL OF SECURITY

1. Encryption settings
2. Change default SSID 
3. Use a strong pre-shared key
4. Enable MAC address filtering
5. Disable remote management
6. Use a strong Admin password
7. Enable and configure logging
8. Configure system time
9. Backup AP configuration settings
10. Disable WiFi if not used 

OPTIONAL SETTINGS
• Session timeout
• Use secure management protocol
• Rename admin account
• Do not enable SSID broadcast 

mode 
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WIFI SECURITY
1. WIFI MODEM ENCRYPTION SETTINGS

All Access Points (APs) will provide a method of point-to-point encryption 
between the AP and the end user device such as PC or handheld device. 

The following table summarises the available types of encryption and their 
suitability for use:

Encryption Type Status

WPA2 
Highly recommended where supported by all 
home WiFi devices.

WPA 
Recommended when required for compatibility 
with devices that do not support WPA2.

WEP Disallowed / Not Recommended

None Disallowed / Not Recommended

Note that WEP and no encryption are explicitly 
disallowed by Company policy.  An alternative personal 
solution for home WiFi connectivity should be sought to 
accommodate those devices which do not support WPA 
encryption as a minimum

8



CONFIDENTIAL

WIFI SECURITY (CONT…)

2. CHANGE DEFAULT SSID

The default SSID must be changed to a locally unique network name that does not identify the ISP (eg Telstra, Optus etc) or end 
user information or geo-location

3. USE A STRONG PRE-SHARED KEY (PSK)

A pre-shared key (PSK) is a known passphrase shared been the AP and the end user device. 

It is used in the encryption process and effectively locks out those devices that do not know the PSK.  The Company Account 
Password Standard should be used for guidance in this instance, with at least one non-alphabetic character; no dictionary words;
no names or personal information, etc.

Additionally, to protect against a brute force attack guessing of the PSK, a truly random passphrase of at least 13 characters is 
recommended.  

4. ENABLE MAC ADDRESS FILTERING

Many AP’s provide the functionality to filter out all access requests except those from devices on a “known good” list of Media 
Access Control (MAC) addresses.  While this does not prevent an experienced attacker from discovering and spoofing an 
authorised MAC address, it does raise the security bar and should be viewed as part of a multilayered security posture.
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WIFI SECURITY (CONT…)

5. DISABLE REMOTE MANAGEMENT

Where supported by the AP, it must be configured to ensure its management interface cannot be accessed via the WLAN or 
WAN (Internet facing) interfaces. Management should only occur via the wired LAN interfaces authorised by your IT.  

SNMP services where available should be disabled.

6. USE A STRONG ADMIN PASSWORD

Many successful network attacks are based on manufacturer default administrator passwords not being changed after 
installation.  The admin password should be set according to Company Account Password Standard.  For example, the 
password must consist of at least seven characters; contain at least one non-alphabetic character and not have any blank 
spaces at the beginning; not contain words found in any dictionary; names and personal information must not be used; 
passwords must comply with the password complexity rules, etc.   

7. ENABLE AND CONFIGURE LOGGING

The AP should be configured to log all access attempts. This can be enabled via the wifi modem’s user interface (usually 
browser based).
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WIFI SECURITY (CONT…)

8. CONFIGURE SYSTEM TIME

To ensure correct time stamping of system logs, the AP’s time should be configured correctly.  This may require a manual one-
off setting, or where available, the configuration of Network Time Protocol (NTP) on the AP to synchronise time with Company's’ 
NTP servers.  

9. BACKUP CONFIGURATION SETTINGS
Once the router has been completely configured, its configuration should be saved off-router (typically to a PC hard drive) so 
that it can be reinstated should it become corrupt or the router replaced due to hardware failure

10. DISABLE/SWITCH OFF WIFI IF NOT USED

If you do not require Wi-Fi functionality, or it will not be used for an extended period of time, then the safest option is simply to 
disable it on the AP altogether.
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WIFI SECURITY (CONT…)
OPTIONAL SETTINGS

Some of the following settings may not be supported by all AP’s, however where such functionality exists it is 
recommended they be configured as follows

11. SESSION TIMEOUT

A session timeout of 15 minutes should be set.  This feature mitigates the risk of an abandoned, authenticated 
session being hijacked by an unauthorised attacker.

12. USE SECURE MANAGEMENT PROTOCOL

The management interface of the AP should be accessed via secure encrypted channels such as HTTPS or SSH.

13. RENAME ADMIN ACCOUNT

Where supported by the AP management interface, the administration account should be renamed from the default.

14. DO NOT ENABLE SSID BROADCAST MODE

The Service Set Identifier (SSID) is used to identify a specific WiFi network.  Disabling broadcast of this identifier 
requires the end users to know the network name before they can join and use it.  While this does not prevent an 
experienced attacker from discovering a network’s SSID, and provides only minimal additional security to home 
users, it should be viewed as part of a multilayered security posture.

Note1: Certain devices require that SSID broadcast remains ENABLED.

Note2: Automatic connection to non-broadcast wireless networks should be disabled where supported by your PC’s operating system.
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PASSWORDS - GUIDELINES

1. Be aware of company’s password and acceptable-use policy

2. Never share your passwords with anyone, under any circumstances

3. Change password immediately if you discover someone's aware of your account details

4. Change your password frequently (2-weekly if working from home on an ongoing basis)

5. Never write your password down

6. Avoid using known facts e.g. Date of birth, Pets names, Children's names

7. Never use the same password for your work and personal accounts

8. Password complexity - try using Passphrases with alphanumeric characters, easy to 

remember

9. Password memory test – Research…

10. Never use the same password for multiple public systems where same email is used as login
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TECHNIQUES

Trickery Influencing Deception

To exploit your weaknesses

Puppet on their string

• PHISHING ATTACK
• RANSOMWARE

The hackers (criminals) see us as a…

TECHNIQUES USED BY HACKERS INCLUDE
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WHAT IS PHISHING 
Phishing is a method of cyber attack that uses disguised email to trick the email recipient into believing that 
the message is something they want or need — a request from their bank, for instance, or a note from 
someone in their company — and to click a link or download an attachment.

Phishing is getting increasingly sophisticated, sometimes even for the trained eye. 

HOW YOU CAN HELP
Check sender address, Suspicious links, hover 
over links/buttons to check URL to read the 
details carefully and know the difference.

17



CONFIDENTIAL

IDENTIFYING A PHISHING EMAIL
PHISHING IS GETTING INCREASINGLY SOPHISTICATED, 
SOMETIMES EVEN FOR THE TRAINED EYE. 

• Do I know the sender ? 

• Is this the kind of email that I would normally get?

• It’s just one-click, what’s the worse that can happen ?

• Awareness of common phishing email templates

EMAIL TEMPLATES

• Password Reset Template

• ‘Your Order Has Been Shipped’ Template

• ‘Restart Your Membership’ Template

• ‘Notification For Training’ Template

• The ‘Final Reminder’ Template

• ‘Authoritative Communication’ Template

Report any suspicious email or activity

18



CONFIDENTIAL

TYPES OF PHISHING
A common denominator among phishing attacks is—it's the disguise. 

The sender (attacker) spoof their email address so it looks like it's coming from someone else, set up fake websites that 
look like ones the victim trusts, but uses foreign character sets to disguise URLs.

There are primarily two ways phishing attacks occur.  

These messages aim to trick the user into revealing important data 
— often a username and password that the attacker can use to 
breach a system or account

• Classic version involves sending out an email tailored to look like 
a message from a major bank

• The victim clicks on a link in the message but is taken to a 
malicious site designed to resemble the bank's webpage, and 
then hopefully enters their username and password. The attacker 
can now access the victim's account.

Attackers may send "soft targeted" emails at someone playing a particular role in an organization, even if they don't know anything about them personally

Like a lot of spam, these types of phishing emails aim to get the victim 
to infect their own computer with malware

• Often the messages are "soft targeted" — they may be sent to an HR 
staffer with an attachment that purports to be a job seeker’s CV. 

• These attachments are often .zip files, or Microsoft Office documents 
with malicious code embedded. 

• The most common form of malicious code is ransomware — in 2017 it 
was estimated that 93% of phishing emails contained ransomware.

Download 
Malware

Hand over 
sensitive information 
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SAMPLE
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SAMPLE
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SAMPLE

Legitimate Link, Correct Domain Name, Https & The Padlock

Scam Link, Incorrect Domain Name, NO Https & NO Padlock
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WORKING 
FROM HOME
MALWARE/
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WHAT IS MALWARE 
Malware is short for malicious software. It is a piece of software that is written with the intent of damaging devices, stealing data, and with a 
potential to cause long term disruption to business and people. Viruses, Trojans, spyware, rootkits and ransomware are among the different 
kinds of malware.

Malicious Code Created

Users Targeted Through Emails & Attachments

Encrypts Your Files

Bitcoin Payments Requested To Decrypt Files

Bitcoin Payment Made

Not Guaranteed

Only 42% of ransomware victims 
recovered their data 
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BEST PRACTICE 
INDIVIDUALS TO REMAIN VIGILANT AND TAKE THE FOLLOWING PRECAUTIONS.

Review and be aware of relevant company policies and guidelines

Avoid clicking on links in unsolicited emails and be wary of email attachments. 

Use trusted sources—such as legitimate, government websites—for up-to-date, fact-based information about COVID-19.

Do not reveal personal or financial information in email, and do not respond to email solicitations for this information.

Verify a charity’s authenticity before making donations. 

HOW TO PREVENT PHISHING:

• Verify the sender by checking their email address.

• Check the link before you click.

• Be careful when providing personal information.

• Do not rush or feel under pressure.

• If you gave sensitive information, don’t panic.

• If you see a scam, report it.

STAFF ARE AWARE OF HEIGHTENED PHISHING ATTACKS – AND ARE REQUESTED TO BE VIGILANT WHEN OPENING OR CLICKING ON EMAILS  THAT 
THEY DON’T RECOGNISE OR APPEAR SUSPICIOUS

HOW YOU CAN HELP
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RANSOMWARE HOW YOU CAN HELP

• DO NOT Visit unsafe, suspicious, or fake 
websites

• DO NOT open or click on suspicious 
Emails & Email attachments

• DO NOT click on Malicious Links on 
Facebook, Twitter, etc

Check sender address, Suspicious 
links, hover over links/buttons to 
check URL. Only open attachments 
that you’re expecting
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ANNEXURE
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PHISHING HOW IT WORKS

Email
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PHISHING EMAIL SUBJECTS
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PHISHING EXAMPLES


